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Why use pairing delegation?

1. Pairing-based Cryptography

Three-party DH key agreement (Joux)
Short Signatures (Boneh-Lynn-Shacham)
Identity-Based Encryption (Boneh-Franklin)
Constant-size commitments (Kate-Zaverucha-Goldberg)
Constant-size zkSNARK proofs (Groth)

EUROCRYPT 2026:
“Silent Threshold Cryptography from Pairings: Expressive Policies in the Plain Model”,
(Waters-Wu).
“Threshold Batched Identity-Based Encryption from Pairings in the Plain Model”,
(Gong et al).
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Delegation Properties

Correctness
If the server behaves honestly, the result obtained is the intended pairing(s).✓

Verifiability
The client detects with high probability if the server returns an incorrect result.

!

Efficiency
Delegating L pairings is cheaper than computing them locally.

≪

Privacy (optional)
One or both of the client’s inputs must be kept secret from the server.
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New Computational Assumption

1. Updatable bound: all-time highest Hashrate (hashes per second)
2. cost (SHA256 (header-block)) ≤ cost ([a]P : P ∈ G1)

Our assumption: A computes up to 2κ short scalar multiplications
per second where κ = log2(Bitcoin hashrate).
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From Honest Ouput to Forgery
server honest output: out = (ρ, γ)

client verification:
(

ξ
?= ρr · γ

)
∧

(
ρ

?
∈ GT

)A forgery attempt
ρ∗ ̸= ρ = e(A, B)

ρ∗ can be expressed
as a deviation from ρ:
∃ η ̸= 1: ρ∗ = ρ · η

To balance ξ = (ρ · η)r · γ∗,
A must set γ∗ = γ · η−r

Passes verification.Fails verification.
✗ ✓

Lemma 1 (Identifying forgeries)
To forge a pairing, an algebraic adversary must extract r from the public tuple pub.
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AmorE

Theorem 1:
(n public values)

∧(
n + 1 secrets in Z∗

q

)
⇓

Unconditional security.

Theorem 2:
(n public values)

∧(
n + 1 secrets in J2φK ⊂ Z∗

q

)
⇓

Everlasting security.
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Meet-in-the-middle attack: A toy example

pub =
{

C = [r]ξ + X

D = [t]ξ + Y

ξ = [r−1](C − X)

= [t−1](D − Y )

Z∗
q

r, t

$

⋃
r̂∈Z∗

q

{[r̂−1](C − X)}

⋃
t̂∈Z∗

q

{[t̂−1](D − Y )}

I = GG
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Analogy: Double DES

{
m = DECk1

(
DECk2 (c)

)
c = ENCk2

(
ENCk1 (m)

)
DECk2 (c) = ENCk1 (m)

{0, 1}n

k1, k2

$

G
⋃

k̂1∈{0,1}n

ENCk̂1
(m)

⋃
k̂2∈{0,1}n

DECk̂2
(c)

(
k̂1, k̂2

)
= (k1, k2)
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Adversary winning probability
Time-bound: A computes ≤ 2κ short exponentations in τ seconds.

Best strategy: Choose S1, S2 ⊂ J2φK : |S1|+ |S2| ≤ 2κ and intersect sets.

P
[

out∗ ← A (pub)
∣∣∣∣ out∗ ̸= out

Verify(sk, sec, out) ̸= ⊥

]

≤ P

ξ ∈
set {[r̂−1](C −X) : r̂ ∈ S1}

∩
set {[t̂−1](D − Y ) : t̂ ∈ S2}



≤ P

 event {r ∈ S1}
∧

event {t ∈ S2}

 ≤ 2−σ if φ =
⌈

σ − 1
2 + κ

⌉
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Amortized efficiency for pairing delegation with public inputs

✓

Can we apply similar techniques in the input-privacy case?
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Private-Input Pairing Delegation: Applications

Convention: S = Secret, P = Public, V = Variable, C = Constant.
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Current Input-privacy Experiment:
IND-privacy

27 / 50



IND-privacy: Expseq,IND−priv
Π,A (λ, aux.sec, L)

1 : pp← GlobalSetup(λ); sk← OneTimeSetup (aux.sec)

2 : i← 0; ctr← 0; st← (λ, aux.sec, pp)

3 : while true :

4 :
(
(A⃗0, B⃗0), (A⃗1, B⃗1)

)
← A(st)

5 : ctr← ctr + len
(

A⃗i

)
; if ctr ≥ L : break

6 : i← i + 1; bi
$← {0, 1};

(
A⃗, B⃗

)
←

(
A⃗bi

, B⃗bi

)
7 : (pub, sec)← Setup

(
sk, A⃗i, B⃗i

)
; st← A (pub, st)

8 : (i∗, b∗)← A (st) ; if b∗ = bi∗ : return 1

9 : return 0

1. A adaptively selects two pairs of
inputs.

2. C randomly delegates one of them.

3. From pub, A guesses which one
was delegated.
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Input Masking

(A, B) ∈ G1 × G2

r
$← Z∗

q(
[r−1]A, [r]B

)
⊂ pub

Info-theoretic hiding

q valid tuples (A′, B′)

✓

IND-input hiding

e
(
[r−1]Ab, [r]Bb

)
= e (Ab, Bb)

✗

Lemma 2
A protocol Π that is IND-input private must also be output-private.

Can we come up with an alternate experiment?
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Proposed Variant:
One-Way Input Privacy
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OW-privacy: Expseq,OW−priv
Π,A (λ, aux.sec, L, type)

1 : pp← GlobalSetup(λ); sk← OneTimeSetup (aux.sec)

2 : i← 0; ctr← 0; st← (λ, aux.sec, pp)

3 : while true :

4 : switch (type)

5 : case SVSV : // A secret, B secret

6 : Distλ
∞(G1 ×G2)

∣∣
marg ⊃ D⃗ ← A(st); A⃗

D⃗G1← G1; B⃗
D⃗G2← G2

7 : case SVPV : // A secret, B public

8 : Distλ
∞ (G1) ⊃ D⃗ ← A(st); A⃗

D⃗← G1; B⃗ ← A(st)

9 : case PVSV : // A public, B secret

10 : Distλ
∞ (G2) ⊃ D⃗ ← A(st); B⃗

D⃗← G2; A⃗← A(st)

11 : ctr← ctr + len
(

A⃗i

)
; if ctr ≥ L : break

12 : (pub, sec)← Setup
(

sk, A⃗i, B⃗i

)
; st← A (pub, st)

13 : if type ∈ {SVSV, SVPV} :

14 : A∗ ← A (st) ; if A∗ ∈ A⃗ : return 1

15 : if type ∈ {SVSV, PVSV} :

16 : B∗ ← A (st) ; if B∗ ∈ B⃗ : return 1

17 : return 0

1. A chooses a λ-min entropy
distribution D

2. C samples input from D and
computes pub

3. From pub, A extracts one
of the inputs.

For each secret input:
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Current Verifiability Experiment:
Chosen-Input Verifiability
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CI-Verifiability: Expseq,ver
Π,A (λ, aux.sec, L)

1 : pp← GlobalSetup(λ); sk← OneTimeSetup (aux.sec)

2 : st← (λ, aux.sec, pp); ctr← 0

3 : while true : // delegation rounds

4 :
(

A⃗, B⃗
)
← A(st)

5 : ctr← ctr + len(A⃗); if ctr ≥ L : break

6 : (pub, sec)← Setup(sk, A⃗, B⃗);

7 : (out∗, st)← A (pub, st)

8 : result∗ ← Verify(sk, sec, out∗)

9 : if result∗ /∈ {⊥, e(A⃗, B⃗)} : return 1

10 : if result∗ = ⊥ : return 0

11 : return 0

1. A chooses the pairing inputs for all
privacy types.

2. Given pub, A attempts a forgery.
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SI-Verifiability: Expseq,ver
Π,A (λ, aux.sec, L, type)

1 : pp← GlobalSetup(λ); sk← OneTimeSetup (aux.sec)

2 : st← (λ, aux.sec, pp); ctr← 0

3 : while true : // delegation rounds

4 : switch (type)

5 : case SVSV : // A secret, B secret

6 : Distλ
∞(G1 ×G2)

∣∣
marg ⊃ D⃗ ← A(st); A⃗

D⃗G1← G1; B⃗
D⃗G2← G2

7 : case SVPV : Distλ
∞ (G1) ⊃ D⃗ ← A(st); A⃗

D⃗← G1; B⃗ ← A(st)

8 : case PVSV : Distλ
∞ (G2) ⊃ D⃗ ← A(st); B⃗

D⃗← G2; A⃗← A(st)

9 : case PVPV :
(

A⃗, B⃗
)
← A(st)
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12 : result∗ ← Verify(sk, sec, out∗)

13 : if result∗ /∈ {⊥, e(A⃗, B⃗)} : return 1

14 : if result∗ = ⊥ : return 0

15 : return 0

1. A chooses a λ-min entropy
distribution D

2. C samples input from D and
computes pub

3. From pub, A attempts to
forge a pairing.

For each secret input:
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Ingredients for Efficient Private Delegation

Computational hardness
Use computational hardness assumption: A bounded in λ

λ

Secret scalar sampling
Sample secret scalars from the set {1, ..., 2λ} ⊂ Z∗

q (recall that log2(q) = 2 · λ)$

Single degree of freedom
Design the construction so that only extra secret can parametrize the rest.

1

AmorE proof technique
If A can only succeed in the MITM attack with negl(λ) probability.

π
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Experimental Results
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Experimental Results: Single Delegation (N, M) = (25, 1)
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Experimental Results: Batch Delegation (N, M) = (25, 3)
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Experimental Results: Batch Delegation (N, M) = (25, 10)
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Experimental Results: Batch Delegation (N, M) = (25, 100)
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How to SAT solve a Hash Function

Adrián P. Keilty1

1 Chalmers University of Technology, Sweden
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Algebraic cryptanalysis on hash functions

Algebraic cryptanalysis seeks to represent the hash function as a system of boolean equations.

But boolean expressions evolving from a symbolic plaintext blow up very quickly... Or do they?

The average minimal representation size of a DNF grows sub-exponentially with the table size
(“The Shortest Disjunctive Normal Form of a Random Boolean Function”, Nicholas Pippenger)
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Algebraic cryptanalysis on hash functions

But... Full boolean minimization is NP-hard. Can we do close to minimal efficiently?

ESPRESSO developed at Berkeley is the state-of-the-art heuristic boolean minimization tool. It
provides a near-minimal representation of a boolean expression expressed in Disjuntive Normal
Form (DNF) in close to linear time.

Good, but SHA3-256 uses XORs and other transformations that require complementation.
Obtaining the complement of a DNF in DNF is NP-hard too. . .

Hmmm, why not process in parallel a negated version of SHA3-256 so that both processes can
fetch each other’s complements?

Good. Any other things to worry about? Well, suppose we have successfully gone through all of
SHA3-256’s rounds and we can solve against a given hash. SAT solvers are optimized for CNF,
not DNF. And DNF to CNF conversion is... NP-hard!
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Algebraic cryptanalysis on hash functions

Still not a problem. We have every complement in DNF form as well remember? So we can
convert to CNF in linear time by simply applying De Morgan’s complementation law once to the
complement of each respective DNF.

Great, we can now
Process an input through the hash function solely by performing ANDs and ORs of DNFs.
Minimizing expressions via ESPRESSO.
SAT-solve against against any hash (preimage attack), or
Process two distinct inputs and then SAT-solve against eachother (collision attack).

...ok yes, SAT solving is NP-complete. But a tremendous amount of work has been done in that
field and in practice even huge instances can be solved efficiently. Why not put SHA3-256 to the
test?

Relevant insight: Do the minimization process once and then SAT solve against unlimited hashes.
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Algebraic cryptanalysis on hash functions

Results so far:

A codebase built from ESPRESSO that allows to set specific bits of a plaintext as symbolic
variables, keeps track of the symbolic expressions through SHA3-256’s 24 rounds, minimizes them
with ESPRESSO at each step, and finally saves 256 DNFs.

The symbolic process currently uses 8 threads: 4 that handle SHA and the other 4 that handle the
negated version ¬SHA.

A ‘solving’ flag (-s): given a number of inputs and a target hash builds the CNF from the stored
DNFs and feeds it to a SAT solver.

Z3 obtains a partial preimage faster than brute force.

For now a maximum of 16 bits have been set as symbolic (on an intel i5, 16 GB RAM).
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Algebraic cryptanalysis on hash functions
TODOs:

Ideally, parallelization should work as follows:
2 main processes: SHA and ¬SHA. Each composed of
320 threads for θ
1600 threads for ρ, π and χ
64 threads for ι

Max number of simultaneous active threads: 3200. Each of the 1600 waiting for the other 1600
for free DNF complementation.
Additional parallelization:

“ESPRESSO-GPU: Blazingly Fast Two-Level Logic Minimization”
(ieeexplore.ieee.org/document/9473961)
The AND operation for DNFs.

Allow for arbitrary expression embedding into the input instead of just variable hardcoding. The
hash-specific cryptanalysis starts here: setting clever expression embeddings may lead to smaller
expressions at later rounds.
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Algebraic cryptanalysis on hash functions

Questions:
Currently, the AND/OR operations and the ESPRESSO algorithm are performed
separately. Can these be merged meaningfully so that all is done at once?
Empirically, n variables lead to a n-bit partial preimage. How many symbolic bits and
function compression rounds can we feasibly reach for SHA3-256?
How will the complexity of SAT solving for SHA look like?
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That’s it. Thank you!
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